h THE INTERNET OF THINGS is the technical evolution of the proliferation of embedded processing and the ubiquitous connectivity of networking infrastructure. It wasn't the result of a big grand strategy. It's just begun to happen, and it is gaining momentum at a rapid pace.
In fact in 2010, the number of devices connected to the Internet already exceeded the number of humans, and it is predicted that over the next four or five years that number will be up to 50 billion connected devices. 50 billion devices is an amazing number, and some people are saying this is an understatement of what is probably going to happen.
There are a lot of practical implications associated with this growth. The networking infrastructure implications alone are pretty phenomenal. For our industry, this presents both great opportunities and challenges for us. If the Internet is to reach everywhere, then embedded processing solutions need to get a lot smaller. There just won't be enough space in these systems for the standard approach.
As an example, Freescale introduced the world's smallest ARM-based 32-bit microcontroller (see Figure 1 ). This ''ant-sized'' microcontroller device is moving us closer to the concept of digital dust, where tiny smart sensing devices around us are Editor's notes: This article is based on a keynote talk presented by the author at the 50th DAC. It discusses the opportunities and challenges of multi-billion connected devices, known as Internet of Things, and its implications on the design, EDA and test community.
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IEEE Design & Test gathering data and feeding the Internet, and of course the Internet of Things. In fact, the inspiration for our Kinetis microcontroller came from one of our customers. It was a customer request to develop a wireless device that was small enough to fit inside a pill that could be swallowed (see Figure 2) . It needed to be costeffective as well to be as ubiquitous as the standard pill.
This has the potential for significantly less invasive diagnostics for humans and provides high quality video showing us the inner workings of the human body. This will help with pinpointing problems in the body and help speed the recovery from treatment of diseases and chronic illnesses.
These devices are also helping enable new markets. Smart home energy (see Figure 3 ) is a good example. Utilities are deploying smart meters to monitor electricity consumption and improve distribution to meet the demand. These are integrating with home hub gateways that can help manage climate control, lighting, major appliances and security systems empowered by and connected with intelligence. These systems are aware of your patterns and will adjust themselves accordingly. They make life more efficient and make your surroundings more enjoyable. Soon, we'll have the day where, as you leave work, your home systems will know that you are on your way home. It will cool down the house, put on some music and even have a nice cold beverage waiting for you.
I think the automobile industry possibly has the most dramatic example of utilizing this shifting technology and change toward the Internet of Things. We are reaching the point where cars are not really thought of as mechanical things. They are electronic things. In fact, some vehicles have more than 100 microcontrollers in a single car. In some respects, the automobile is the ultimate smart mobile device (see Figure 4) .
Electronics make cars greener, safer, more comfortable and more connected. Infotainment systems are keeping vehicles more connected, and the industry is rapidly developing vehicle-to-vehicle communication.
Safety in a car has always been paramount, but imagine the day where you are sitting at the light. It turns green, and as you begin to move forward, your car is communicating with the car coming on a perpendicular street, and it knows that person has just sped up to get through a yellow light, and it avoids a collision. The technology is basically there today to enable these sorts of systems and have a dramatic impact on the safety and security of people while driving.
The Internet of Things will require more costeffective solutions for connectivity nodes that will access cloud-based services (see Figure 5 ). These days, the delivery of Internet services are primarily wireless, and this will continue to change and evolve. There will be multiple delivery vehicles from large base stations to pico cells.
The so-called insatiable demand for bandwidth hasn't stopped, and it's going to continue to grow. New solutions are being worked on as we speak, and all of these solutions will be smaller, more energy-efficient, smarter and interconnected.
So, let's explore some of the design and engineering challenges presented by the Internet of Things. What are the implications of when so many devices become smart and connected, sharing One of the primary challenges facing the engineering community is increasing performance while reducing energy consumption (see Figure 6) . By some calculations, half of the energy consumed in data centers is used for cooling the heat generated by the data centers themselves. And of course, the electronics in that cooling system are also generating heat. Sort of like the Penrose Staircase where a person could climb them forever and never get any higher.
With a car, it is actually worse. By some estimation, a typical gasoline engine is about 30% efficient, with 70% of fuel energy simply lost as heat. Add the energy lost through features like power transmissions, power steering, water pumps and air conditioning, only 13% of the fuel burned in an internal combustion engine moves the car forward.
With billions of smart devices waiting to share their data, IC designers have to find a way to dramatically reduce power. Or, we will have a whole bunch of connected things that don't have the energy to run on, and that's not going to be very beneficial. And as we increase our focus on renewable energy, driving significantly more efficiency out these power systems is a key issue.
As more smart devices connect to the Internet, system security (see Figure 7) will also become critical. We have already seen instances where seemingly isolated devices or monitoring systems have been entry points for attacks and data corruption. This means processors with encryption and pattern matching techniques. It means redundant, hack-proof security so that the connected world is also a secure world. The days of simple software bolt-ons are gone, and security will need to be embedded deep into the systems, embedded in the hardware level and embedded in the ICs themselves.
So what does this mean for design and test community? The increasing complexity of nextgeneration processors is advancing faster than EDA tools (see Figure 8) . As technology nodes continue to shrink, the IC design principles that side-by-side devices perform identically continues to erode. The challenge is to build a deterministic circuit by combining transistors into the building blocks to be used in larger circuits. We need to explore new levels of behavioral models that dramatically reduce power consumption. Ideas like biosynthetic design which abstracts the behavior of biology. Replicating the efficiency and massive parallelism of a cellular structure could make energy per bit a million times more efficient.
We could explore emulation and simulation techniques of known virus threats that would ensure system solutions that cannot be compromised nor threatened.
I realize that all of these things are not trivial, and I certainly don't have all the answers today, but I and the rest of the industry are counting on the people in this room who have come to DAC to rise to these challenges and come up with solutions that will move our industry forward.
As one of the only semiconductor suppliers with an end-to-end view with processing solutions from the edge all the way to the core networks and data centers (see Figure 9 ), we at Freescale have a unique perspective on understanding the Internet of Things. We see it as wonderful opportunity for us. Working with our customers and all of you leaders in the EDA, hopefully we can work together and address some of the issues that we discussed today.
Together we can unlock the potential of the Internet of Things. h h Direct questions and comments about this article to Gregg Lowe, President and CEO, Freescale Semiconductor. 
